CSBA Sample District Policy Manual
CSBA Sample Manual Site

Exhibit 6163.4-E(1): Student Use Of Technology Status: ADOPTED

Original Adopted Date: 07/01/2015 | Last Revised Date: 09/01/2024 | Last Reviewed Date:
09/01/2024

ACCEPTABLE USE AGREEMENT AND RELEASE OF DISTRICT FROM LIABILITY (STUDENTS)

The Caliente Union School District authorizes students to use technology, as defined in Board
Policy 6163.4 - Student Use of Technology. The use of district technology is a privilege permitted
at the district's discretion and is subject to the conditions and restrictions set forth in applicable
board policies, administrative regulations, and this Agreement. The district reserves the right to
suspend access at any time, without notice, for any reason.

The district expects all students to use technology responsibly in order to avoid potential problems
and liability. The district may place reasonable restrictions on the sites, material, and/or information
that students may access through the system.

The district makes no guarantee that the functions or services provided by or through the district
will be without defect. In addition, the district is not responsible for financial obligations arising
from unauthorized use, or misuse, of the system.

Each student who is authorized to use district technology and the student's parent/guardian shall
sign this Agreement, which indicates that the student has read and understands the Agreement and
Board Policy 6163.4 - Student Use of Technology.

Student Obligations and Responsibilities

Students are expected to use district technology safely, responsibly, and for educational purposes
only, and in accordance with the accompanying board policy and applicable copyright laws. The
student in whose name district technology is issued is responsible for its proper use at all times.
Students shall not share their assigned online services account information, passwords, or other
information used for identification and authorization purposes, and shall use the system only under
the account to which they have been assigned.

Students shall not gain unauthorized access to the files or equipment of others, access electronic
resources by using another person's name or electronic identification, or send anonymous
electronic communications. Furthermore, students shall not attempt to access any data, documents,
emails, or programs in the district's system for which they do not have authorization.

Students are prohibited from using district technology for improper purposes, including, but not
limited to, use of district technology to:

1. Access, post, display, create, or otherwise use material that is discriminatory, libelous,
defamatory, obscene, sexually explicit, or disruptive



2. Bully, harass, intimidate, or threaten other students, staff, or other individuals
("cyberbullying")

3. Disclose, use, or disseminate personal identification information (such as name, address,
email, telephone number, Social Security number, or other personal information) of another
student, staff member, or other person with the intent to threaten, intimidate, harass, or
ridicule that person

4. Share confidential information or personally identifiable information with an open artificial
intelligence (Al) system of themselves, another student, staff member, or other person

5. Adjust the privacy settings on any technology tool or Al app unless directed to do so by a
teacher or staff member

6. Violate the direction of teachers or other staff members, age restrictions, or the intended
use of the technology

7. Infringe on copyright, license, trademark, patent, or other intellectual property rights

8. Intentionally disrupt or harm district technology or other district operations (such as
destroying district equipment, placing a virus on district computers, adding or removing a
computer program without permission from a teacher or other district personnel, changing
settings on shared computers)

9. Install unauthorized software
10. "Hack" into the system to manipulate data of the district or other users

11. Engage in or promote any practice that is unethical or violates any law or board policy,
administrative regulation, or district practice

Privacy

Since the use of district technology is intended for educational purposes, students shall not have
any expectation of privacy in any use of district technology.

The district reserves the right to monitor and record all use of district technology, including, but not
limited to, access to the Internet or social media, Internet searches, browsing history, use of Al,
communications sent or received from district technology, or other uses. Such
monitoring/recording may occur at any time without prior notice for any legal purposes including,
but not limited to, record retention and distribution and/or investigation of improper, illegal, or
prohibited activity. Students should be aware that, in most instances, their use of district
technology (such as web searches and emails) cannot be erased or deleted.

All passwords created for or used on any district technology are the sole property of the district.
The creation or use of a password by a student on district technology does not create a reasonable
expectation of privacy.

Personally Owned Devices

If a student uses a personally owned device to access district technology, the student shall abide by
all applicable board policies, administrative regulations, and this Agreement. Any such use of a



personally owned device may subject the contents of the device and any communications sent or
received on the device to disclosure pursuant to a lawful subpoena or public records request.

Reporting

If a student becomes aware of any security problem (including, but not limited to, a cyberattack,
phishing, or any compromise of the confidentiality of any login or account information), or misuse
of district technology, the student shall immediately report such information to the teacher or other
district personnel.

Consequences for Violation

Violations of the law, board policy, or this Agreement may result in revocation of a student's access
to district technology and/or discipline, up to and including suspension or expulsion. In addition,
violations of the law, board policy, or this Agreement may be reported to law enforcement agencies
as appropriate.

Student Acknowledgment

| have received, read, understand, and agree to abide by this Agreement and other applicable laws
and district policies and regulations governing the use of district technology. | understand that
there is no expectation of privacy when using district technology. | further understand that any
violation may result in loss of user privileges, disciplinary action, and/or appropriate legal action.

Name: Grade:
(Please print)

School:

Signature: Date:

Parent or Legal Guardian Acknowledgment
If the student is under 18 years of age, a parent/guardian must also read and sign the Agreement.

As the parent/guardian of the above-named student, | have read, understand, and agree that my
child shall comply with the terms of the Agreement. By signing this Agreement, | give permission
for my child to use district technology and/or to access the school's computer network and the
Internet. | understand that, despite the district's best efforts, it is impossible for the school to
restrict access to all offensive and controversial materials. | agree to release from liability,
indemnify, and hold harmless the school, district, district personnel and the Board against all claims,
damages, and costs that may result from my child's use of district technology or the failure of any
technology protection measures used by the district. Further, | accept full responsibility for
supervision of my child's use of my child's access account if and when such access is not in the
school setting.

Name: Date:
(Please print)
Signature:




Policy Reference Disclaimer:

These references are not intended to be part of the policy itself, nor do they indicate the basis or authority
for the board to enact this policy. Instead, they are provided as additional resources for those interested in

the subject matter of the policy.

State
Civ. Code 3120-3123

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2

Federal
15 USC 6501-6506

16 CFR 312.1-312.12
20 USC 7101-7122
20UsSC 7131

47 CFR 54.520

47 USC 254

Management Resources
California Department of Education
Publication

Court Decision

CSBA Publication

Federal Trade Commission
Publication

U.S. Department of Education
Publication

USDOE Office of Educational
Technology Publication

Description
Digital equity bill of rights

Student records; social media

Computer education and resources

Programs to strengthen technological skills

Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices: threats to safety

Description
Children's Online Privacy Protection Act

Children's Online Privacy Protection Act
Student Support and Academic Enrichment Grants

Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Description
Artificial Intelligence: Learning With Al Learning About
Al

New Jersey v. T.L.O. (1985) 469 U.S. 325

Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

2024 National Education Technology Plan

Avrtificial Intelligence and the Future of Teaching and
Learning: Insights and Recommendations, May 2023



https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=15.5.&part=4.&chapter=&article=#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=49073.6.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=51006.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=51007.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=60044.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=313.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=502.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=632.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=632.#
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=653.2.#
https://uscode.house.gov/view.xhtml?path=/prelim@title15/chapter91&edition=prelim#
https://uscode.house.gov/view.xhtml?req=(title:20%20section:7131%20edition:prelim)%20OR%20(granuleid:USC-prelim-title20-section7131)&f=treesort&edition=prelim&num=0&jumpTo=true#
https://www.ecfr.gov/current/title-47/chapter-I/subchapter-B/part-54/subpart-F/section-54.520#
https://www.ecfr.gov/current/title-47/chapter-I/subchapter-B/part-54/subpart-F/section-54.520#
https://uscode.house.gov/view.xhtml?req=(title:47%20section:254%20edition:prelim)%20OR%20(granuleid:USC-prelim-title47-section254)&f=treesort&edition=prelim&num=0&jumpTo=true#
https://www.cde.ca.gov/ci/pl/documents/cdeairesourcekit.pdf#
https://www.cde.ca.gov/ci/pl/documents/cdeairesourcekit.pdf#
https://tech.ed.gov/netp/#
https://oet.wp.nnth.dev/wp-content/uploads/sites/3/2023/03/ai-future-of-teaching-and-learning-report.pdf#
https://oet.wp.nnth.dev/wp-content/uploads/sites/3/2023/03/ai-future-of-teaching-and-learning-report.pdf#
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Cross References

Code
0440

0440
1113
1113
1113-E(1)
1114
1114
3260
3260
3512
3512-E(1)
4040
4040-E(1)
4131
5125
5125

California Governor’s Office of Emergency Services

CSBA District and County Office of Education Legal
Services

California Coalition for Children's Internet Safety

Center for Safe and Responsible Internet Use

Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education

U.S. Department of Education

CSBA

Description
District Technology Plan

District Technology Plan

District And School Websites

District And School Websites

District And School Websites

District-Sponsored Social Media

District-Sponsored Social Media

Fees And Charges

Fees And Charges

Equipment

Equipment

Employee Use Of Technology

Employee Use Of Technology

Staff Development

Student Records

Student Records



https://www.caloes.ca.gov/#
https://legalservices.csba.org/#
https://legalservices.csba.org/#
http://www.cybersafety.ca.gov/#
https://www.ewa.org/organization/center-safe-and-responsible-internet-use#
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html#
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html#
http://www.ala.org/#
http://www.fcc.gov/#
http://www.cde.ca.gov/#
http://www.ed.gov/#
http://www.csba.org/#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=TGB3d9RZOEFIslshac4O9Iibw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=D3mslshhxiWA66PiLzVQnYPbg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=a621CjcyR7JKpr0YDpzTDQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=0Yk9Ql5e1uyslshDuTPP6jviw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=YCAivvrplusOq8PsKAslshhyc6cg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=OuwKXjFGHCplus8juzOgb1KBw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=IRwLDa6u913NUHzesK5KIg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=KDUyqBYnGCwCDfw2QftILg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=NLobErU7hhc9VOjLjaZ3CA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=YjjoL2x00aYHhZJkre4e0A==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=cygmmTM9dCjir51PbYKh8g==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=WHeyfEoPslshxCaFxKfFE49OA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=Nru0slshwZQWKplush5plus2AlPplus7sA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=w3AXoA8vl7AC7HLfttplusmjA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=R2sOzhydv7S3yougeNFlag==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=DILuIUSJFtLZbplusslshm4QQhPg==#

5125.2
5131

5131.2
5131.2
5131.8
5131.9
5144

5144

5144.1
5144.1
5144.2

5145.12
5145.12
5145.3
5145.3
5145.7
5145.7
5145.9
5148.2
5148.2
6142.8
6142.8
6154
6162.5
6162.6
6162.6
6162.8
6162.8
6163.1

Withholding Grades, Diploma Or Transcripts

Conduct

Bullying
Bullying

Mobile Communication Devices

Academic Honesty

Discipline
Discipline

Suspension And Expulsion/Due Process

Suspension And Expulsion/Due Process

Suspension And Expulsion/Due Process (Students With
Disabilities)

Search And Seizure

Search And Seizure

Nondiscrimination/Harassment

Nondiscrimination/Harassment

Sex Discrimination and Sex-Based Harassment

Sex Discrimination and Sex-Based Harassment

Hate-Motivated Behavior

Before/After School Programs

Before/After School Programs

Comprehensive Health Education

Comprehensive Health Education

Homework/Makeup Work

Student Assessment

Use Of Copyrighted Materials

Use Of Copyrighted Materials

Research

Research

Library Media Centers



https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=yslshbc2Eyo2OcE9ZRNyySrZQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=l5yhcnSPQLLxbbVeaJBo1A==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=YULq9THreX4fhd1GmcJVEw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=yqyq6vXpF6MswEqSAbk2kQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=M7GaIpuGOodKD2w4NbtplusNA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=gqzmjg3wkNgYQplusd3SSO4rQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=l15v81NEkSW8F7QuIXSrlw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=IHa7HFplus5qqdBnBqguBplusWQA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=p2e5vLCKslshUT9cB6FDf0l2g==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=rB3wM2yCTpaf8nq4Jpw1BQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=vfPoexG25tslshepJ1plusmeOU9w==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=vfPoexG25tslshepJ1plusmeOU9w==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=0OEQIydVfmp7HJuYN7ylYQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=E1EMeHpluskt8EtHrkavuzXQw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=Cy4II6Ze8kdOAZfzSjoJyg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=nXgExrg6LJLWBca5sJLkLQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=CRFWz4slshKEgwERHo3VJZFKw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=y7PLMpBHAFk913yoK7itjw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=h94TPKkDBYT22l40plusWVBwg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=VslshqvQuZYHC2PZrpbVZ2slshnA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=6EslshY8EamqrXcd2JcCYSUIw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=mJkyplusFq5CtslshGQZHBQg8oslshQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=tKslshKjUHFbCczK2zZvJyRdw==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=vXTU9CBz7dmplusj1YMjiHPfQ==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=sOF6DPQKv1aOYbOFnptzew==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=yU9oDZJ5IbFXJL8jw9T8OA==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=m75QzbhCbslshFleBkbslshCFslsh2A==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=np1FP88mBOoaAR3B43u16A==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=lKqy8UhXZx3X7zaRqXeXhg==#
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030855&revid=teIf5SxPslshX8qmRCEeJgplusEw==#
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